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ABSTRACT

The de~ign of a major portion of ● safeguards

syotem for poosiblo uca by tha International
Atomic Energy Agancy (IAEA) at the Portsmouth
Ca- Centrifuge Enrichment Plant is described
from the viewpoint of the asfeguards technology
developer. The procecs-safeguards interface ia

reviewed, including safeguard-, proce~m, ●nd

op~rational conntraintn on the mafeguard~ syc-

tom. The conflicting requirem-snts of the IAEA

● nd the plant oparator ● re minimized throush
tho usa of advanced technology that allows safe-

guards data to be ●cquirsd, ●nalyzed, ●nd ra-
ported in ●n ●utonratod, unattended mode. Thc

propo~ad safeguards syltem will r(ducm tha im-
pact of the inspections on both [ha oparacor

● nd the IAkA,

INTRODUCTION

Safagu#rds inspectio~s carried out by the

International Atomic EnerEy Agency (IAEA) ● re ●

key ● lement of international ● ,forta to prevent

the proliferation of nuclaar weapona, Among the
nucl?ar faciliciao that the IAEA inopecto, opont

furl reproce~ain~ plants ●nd uranium ●nrichwnt
p!antt ● re of particular concern becauae thay

can changa the mtratggic valua of the nuclaar
m~tcrials that thev proceoti. The ralativa ● tsa

with which pl,ltonium can bc separated from opent
raactor fuel ham focusad safa~uards att?ntion
on reprocemmina plants; however, national de-
sirtm to be atsured of supplies of reactor tual

have led a number of countriun to conaldar pur-

chacina or developing t}.air own ursnium ●nrich-

m-nt capability with th~ r?sult that IAEA in-
~p~ttura ● re now facad with inspection of ●

Iiumbtr of ●nrichment plants. Tho m.sjority of
tha f~cil ities that have baen built in rocont
y?ars havo ●mplo)od the Eam cantrifuC@ procoao,

which us@s r~lltively littla ●lcctrical pmcr
●nd ●llowm for plant mnpanmlon aa da~nd for

●nrlchcd uranium Rrowm.

-——
Two-rk suppoti~d~part by tht US fhpartmant of

l!ncr8y/Offlc@ of EafeLuard# ●nd 8ecurity.

Centrifuge plants present two major prob-

lemo for intarnhcional inspection; fir~t, most

nations conoidor the technology to be proprie-

tary or clsssifiad ●nd therafore want to limit

inspector tccaso to th~ fmci]itias, ●r,rl oacoad,

tht planto can produca nuclear weapono-grade
high-cnrichad uranium (HEU) in ahorc tima per-

iods. In addition, the plrnt oporator want- to

❑:.nimiza tha disruption caused by inopcction

activitiao. Thus, the plant operator would like

to kaap inspactor prtsanca to ● minimum, whereas

tho inspacto;ata naado to ~intain a continuity
of knowlcdga ●bout th~ oparationo of tha plane.
Furtharmora, llm]tad inapectorata pernonnal re-

sourcas complicate the problam of making crad-

ibl~ inspections of larga cantrifuga facilities,

Safeguard~ mystams denigntrm ●nd technology
developtro ssck solutions to the conflicting

requirements of the proc~so operator and [h@

international inspector that maximiza safeguards

●ffcctivonems ●nd oparator ●cceptability while
minimizing the cost ●nd the impact of inspac-

tionm on tha process. The intarface bacween

the operator ●nd the inopcctor ‘.s particularly
sanmitiva for international aafeguarda, and
technical nolutionn to tha natural conflicts

that occur ● t the interfmca ● rc of valua to

both sidas, This papar provides a safeguards
technology devaloper’s viaw of ●n international

aafcguards ●pproach for th? Portsmouth Gas Can-
trifu~e Enrichment Plant (GCEP) that includas
an ●utomatad data ●cquimi:ion, ●naly~im, and
raporti~m syscam that will permit a -ignifirant

fracticn of the safr,,uards data to be •cquir~d

in # continuous, una( tend@d mods. The c,.mplete
#pactrum of posoibla IAEA ●ctivities ● ’ GuLP

will not b~ ravlewad hers. The procass, opera-

tional, And safeguard cun~trainln on tha damian

of [ha ayotam ● ra d~jcribad, ●nd mal~guards
technology dasign aululions ● ra pramcntad,

THE PROCESJ - SAFEGUARD SY!iTEH INTERFACE

Tha first phata of tha Portarnuth GCLP con-
sists of twu procomm Fuildingm that will lIoume

conlrifu~e cascadas with ● srnparativo capaciry



of 2.2 million SWU/yr (separative work units),

● fetal ●nd withdrawal building, ●nd ● recycle/
●eoenbly building. In July 1983 the Ufiited
St~tee Government formlly offered the GCEP for

IAEA. inspection witn the expectation thst in-
spection would be carried out in t:e proceee
h ildinge and the iced ●nd withdrawal operations

In ● menner that we cmitietent with the conclu-
sion of the Hexapartite Safeguard Project,l
which said that iimite,f caacade ●ccess would be

●llowed to detect poaaible facility micuee ●nd
that materials balance verification ●fforte
would be conaiatent with IAEA safeguards goala
for low-enriched uranium. Exact detaila of the

inspection activities w:,I1 depend on the outcome

of negotiation betwom the US ●nd the IAEA;
however, it ie ●nticipated that the inapectiora

will conaiat of materials balance verification,
caacade building ● cceaa to verify declared oper-

ation of the plant, and reporting by the IAEA
of aafeguarda conclusions.

The ~roposed #afeguartie system that ia
described here was designed by ● multi-organiza-

tion team consisting of the Department of
Energy, Unton Carbide Corporation--Nuclear

Divisio,~, Goodyear Atomic Corporation, Brook-
haven National Laboratory, Loa Alamos National
Laboratory, ●nd Sandia National Laboratories,
with Union Crnrbi4e ●cting ● . the lead organiza-

tion. Fluor Engineer,, lnc ., Irvine, Cali-
fornia, ia the ●rchitect/engineer for the safe-
guards system facility.

Safe&usrdti Constraints— .—————-.

Effective ~af?guarda for a large, Figh-
throughput plant such ● s the CXEP could have ●

serious impact on IAEA r’esourcea. Ftsterialc
balance verification activities hy the ins ec-
torm mumt include verification of the 535u

weight fraction ●nd the uranium maaa of ● sig-

nificant fraction of the feed, product, ●nd
tails ntreamm of th? gnrichrnent plant,2,~
Obtaining ●amplea for 2JSU weight fraction

verification by drtwing ●mail ●mounta of UF6
fro,fi cylindere ia time-cons{lming and roquirea
considerable oper~tor cooperi)t ion ●nd manpower

to handle the cylindcra and perform the aam-

plinR. Inipaction of the caacad? buildingm to

vetify that :he plant io being operated ior the
pr.>duction of the declared low anrichherrte ●nd
to deter HEU production will ●lao b- manpower
intcneiv?l thus limi!inR the resource- that cau
be applied to matarials balance verification.
Utlannounced incp~ct{ons that art, carried out
with limited frequancy can rcduc~ the inepec -
torate paraotlnel requiromanta (with the ●dded
bet,efit to the operator of radueing th~ inanac-

tion impact); howcvar, the viaita cannot ba ●o

infrequent ● e to reduce the overall ●ffec~ive-

neaa of the ●afeguarda ayetem. Thie ia particu-
larly true for centrifuge planta, which can be
converted to NEU production in ● short time.

In ●ddition, it ia desirable for the IALA to
draw ita ●afeguarda concluaiona in a tiredly

faahion after inapectiona have been performed,
which ●dda to the manpower requirements. In-
spection data ●mployed by the IAEA must ●lao be
obtained independe~itly of the facility operator.
These conaiderationa, ● a well aa concerp for the

impact of inspection ●ctivities on the opera-

tions of the plant, have led the aafeguarda
technology development community to propose

syatema for sampling the major streams ● t the
GCEP that ● re automated and can operate in an
unattended mode, including the ●cqcieition,

storage, ●nalyaia, and reporting of data. -
atrumenta to determine the enrichment of 2$;U

in flowitlg atreama oi liquid or gaaeoua UF
have been under development for aone time; 4-k
the question before the designera ia how to

interface these to the CCEP proceaa in a manner

that is ●cceptable to both the IAEA and the

~perator. It ia worth noting that similar auto-
mated me:hoda for determining the maas flows

have not been developed ●t thi time. The com-

bination of ●utomated, unattended enrichment and
masa flow information would ●now the IAEA to
perform some level (dependin3 on the ●ccuracies

of the methods) of materials br.lance verifica-
tion without oeing present ●t the facility,

Process a~l O~er#tional Conatrainte—— .— . .. -—.—___ ______

The CCEP plan: oprratea continuously ●nd

employe arnaitive ●qllipment that handlca Ui’b
in forma rangin8 from low pr~aaure gas to high

temperature liquid, IAEA instruments designed

to meaaure the enrichment in the feed, product,
and tails -treams must be capaola of performing

the requirad asaay otl tl. physical form of th~
material, must operzlte ,eliably, mu-t provide
data that ● re free from operator tampering, and,

●bove ●ll, muot not d~.rupt the procese or I,ut
the plant ●t risk. The GCEP facility ha6 brcn
d?signed so that it can b? expanded beyond ito

prenent two proceat buildinp, cnnfi8ural ion, thtle

the inspection ●yatem must b~ ●ble to ● ccrwnmo-
date the future growth of LhQ facility,

Two lncaticrrrs ware conaidcred for lAliA

enrichment rnonitora ●t the LCEP: the intercon-
necting proceao pipeway ilk,”), which carri,a
Rat betwnen th~ procernn buildingo and the feed

nd withdrawal (F/W) building, and in tha F/W

building ncsr the cylindai connection points.
At ●ither Iocation the orrrichment monitors woLIld
have to be physically ●ttached to CCEP procens
●quipment. A datailed ●nalyaio of the flows of



the product withdrawal stream. in the F/W build-
ing ●t the proposed mr~.i-’~r locations showed
that the UF6 would n.ver ●chieve the single-

phase flow (either gae or liquid) required to

employ the developed enrichment monitor tech-

nology. In ●ddition, the plant operator deeired
to keep the IAEA preeence in the F/W buildinc
(for ●ctivities such se instiwnent calibration
●nd maintenance) to ● minimum. As ● result of
the-e constraints, the deeign team concludeti
that enrichment monitors would be installed in
● small irrspectorate facility located outside

of the F/It building ●!..i would sample the gar
flowe in the IPP ●ystem using gas-phase enrich-
ment monitor technology. The decioicn to locnte
the monitors near the IPP in ● separate building
will benefit the IAEA by providing them with ●

benign environment for their instruments ●nd a
locetion for data ●nalysia equipment ●nd work

apace. The operator will be.>efit by conf!nirrg
the inspector’s ●ctivities to a few ● reas of

the CCEP site.

THE SAFEGUARDS SYSTEM

Although iome of the conflicting require-
ments of the IAEA ●nd the operator are sddreos~d

by the uce of the enrichment monitors, operating

the monitor- in ● stand ●lone mode doee not

solve all of the interface problems, To obtein
the msximum benefit from the monitors, they must

be incorporated into a system that a)lows the

raw enrichment deta to be ●cquired in ● n un-

attended, automated fashion for lat~r ●nalysie
by an inspector, In addition, the safeguard
iystem must accommodate th~ requirements of the
Iimited-fr@quency, unannounced ●CC+.SS (LFUA)
inspection otrategy to be employed in the proc-

ecs (catcale) buildings to detact ponaibl@ mia-
operation CC the plant, ●nd it should facilitate
the ●cquiai;irm of oth@r data by th~ inspector.
‘llua the inl~rnatiorral iafrnguarda ayatem ●t CCEP

ccn be divi,led into threm mljor hardwar~ compo-

nent : th? in-line enrich!~ent monitors , the
,.quipm~nt amployad fvt caacade ●ccean irrspec-
tiona, nnd the computer-ba~ed data acqliinition,
●nalyaia, and control ays~nm. The LFUA atratrRy

●nd other inapectic. n tctiv it ian will not ba dis -

ctluned here ● s their impacta on the dcnign of
tho othor componpntm of th~ syntnm ● r? minimal
and the intorfacea with tha proce-e ● re tech-
;Jivally atraight[oruard.

~eae pipea are larga in diametc.- ●rid handle

low preaaure gaeeoua UF6, making it impracti-
cal to cona~der ●n in-line installation. There-
fore, the monitors vere deaigmed to sample the
flows on e continuous baaia using ● slip--etream
loop that returns the ●ampla ●tteam to the IPP.
The physical interface between the IAEA equip-
ment and the CCEP proceaa ia obviously of ex-
treme importance to the ●ucceas of the ●afa-
&uarda ayatem, ●nd much ●ttention hau been given
to ita design. The design ia “traneparant,”

that i~, the lALA inepectora wfll ba ●ble to
visually verify the connections ●nd the valve
poaition~ bo:weerr the individual IPP pipes and

the monitors. To obtain the highaat ●vailabil-

icy, continuous ●aaay capability, ●nd the

highuat precision and accurucy, four separate
slip-stream l.oopa ●nd ●nrichment monitors ● re

used. The eampling 1 ,opa have been daaigned to

protect the main IFP da- handling system in the

event of ● failure in the enrichment monitors

or some other part of the loop. To improva the

precision and ●ccuracy of the acaays, the gaa

pressure in the slip-stream 100pa ia booeted

uuing contindoua operation pumps. Tha operator

micat hava control over tha slip-strasm loop #a
it connects to the proceaa, but th~ IAEA muot
b~ ●saurad thtt the loop ia, in fact, sampling
the major flows in th~ IPP, In ●ddition to the

transparency of the loop design, the enrichment
mortitors wiil employ ● simple binary flow meter
to indicate a no-flow condition.

The high reaolutinn gamma-ray detactors

used in the monitors (for details #ee “Develop-
ment of an Enrichment Monitor for the Portsmouth
GCEP,” it, B. Strittmattar ●t ●l., in these pro-

ceedings) requir* p~riodic liquid nitrogen ●er-

vice, To fulfill the rc~uirements for sutoma-
tic, unattended operation of the safeguarrfa

ovat~m, ●n automatic nitrogan fill ayntem was
rfee;ened, The oparator will monito: the opera-

tion of the system and will be ●ble to it~terverre
in the ●v~nt of & failure of the ●yst.em; how-
ever, under normal crrnditiono his only r@spon-
nibility will be to fill ● large exterior stor-
ame vamaa~

The ●nrichment muniturm ● re micrupro:eraor-

controll~d ●nd ●utumatical]y ~,rquir~ data ●nd
d-rive ●n mnrif-hrnent valtie fru,r the ●pmcLrai

information ba~ad on ~ calihr-tion ntored i n

the instrument. linanur~merrt cunlro! and instru-

m~nt a~lf dia~nrratics ● re ●lso potforrned auto-

matically, Tapa on tha slip ntr.~am loop I?rf,vidc

th~ iAEA with the opportunity tn introduce or
withdraw samples for’ independent calihrstiun of

th~ instrument.



The Computer Subsystem

The data from the ●nrichment monitors ●re
transmitted to ● data concentr~. ting ●nd control
computer developed by Sandia National Labora-
tories called the Er.richment Pfonitor Proccs#or
(EUP). Itm function ia to cormmrnicate with the
monitor., Frovide intermediate storage of the

data , intertace with the operator’e control room
in the F/V building, ●nd transmit the monitor
data to th? inspsctor’s main computer, the IDAS
(Inspector’s Date Acquisition System). Three
computers and the associated software ● re de-

signed to be reliable, ●a~y to maintain, ●nd
operate with no operator or inspector interven-

tion. The interfaccl with the procesn ●re mini-
mal; however, the operstor haa ● n interest in
knw’ing the enrichment values obtained by the
monitors so thet &ny probl~ms can be detected

in ● timely faahion. In ●ddition, the operator

may use the feed monitor information to detect
impruper feed enrichments. The EMP will trme-
mit enrichment data, ●nd ●ny slarms generatmd

by the monitorg or by diagnostic software in

the EMP or IDAS, to the F/W control room. The
IDAS computer will receive data from the EMP
snd the LFUA inspection strategy, store it in a
data base, and perform ●nalyses ●nd prepare

raportc for the inspectors. It will ●leo re-
ceive date from the operator’s nuclear erate-
rials information system for use by the inspec-
tor. Figure 1 shows the logicel connection
between the component of the computer luboys-

tem. Routioe maintenance of the computer sys-

tems will be performed by the operator or con-
tractor peisonnel under ~,he observation of both

the IAEA and the operator. The details of the
computer system ● re presented in “Computei Safe-
guards Syotom for the IAEA Inspector@ at CCEP,”

A. L. Baker et ●l., in these proceedings.

The Inspectorate Fat@. ..—. ——.

Th@ ●nrichment monitor-, th~ ensociated
slip-stream plumbing, the liquid nitrogen fill
ey~tem, ●nd the computer ayotems require 4
facility to house them that will meet the dif-
fering requiremantm of ●tich of th~ componanta.

The facility must ●lso p.ovidc for thrn napara-

tion of those parts of the system Ll,at ar~ Ilndar

operstor control ●nd rnaintoncnc~ from th~ IAEA
aquipmant that must be tamper-protected. The
incp*ctorste faci’ity, to he locatad ●djacent

to tha IPP, near the F/W building, i- deaigrred

to ae~t thase conflicting r~quiremarte. Figure
f ia ● amplified plan view of the building.

Tha facility it divided into four ● reae: ●n

op?rator’a pump ● raa that will house the valvaa,
control cansora ●nd pumps for tha slip-mtrwem

................,..,

/--- +! A $——

L~ L- —’ L J L _J

Fig. 1. Logic die Rram for the GCEP inter-

national safeguard system compu-
ter network. Fixed d::m ;:tha are
indicated by Jolid linen,

loop; ar. operator’t equipment room housing util -
{ty equipment; ● monitor r60m; ●nd a room for

the computers and inspector’s desks. The ❑oni -

tor room s)~d computer room will be sealed ●nd

employ intrusion monitoring equipment designed

by Sandia Nationul Laboratories. The inspector
will be ●ble to ●xsminc the operator’a pump and

equipment rooms ●nd valve aealc under escort.

The liquid nitrogen fill ayatem is an integral
part of the innpectorate facility. The build~n~

wili ●lso provide storage for the in~pection

●quipment employed in the LFUA strategy. When
t!re inspectors ●ro on site, t+e faci~ity will
be their “headquarter” where they can obtain

●nd work witil the data acquired by the monitor-

ing oyetem during their ●baenc- and from which
they ccn conduct their other inspection ●ctiv-

iti?c. The inepectorate fa~ility provideu the

instruments and the computaro with ● benign,

tamper-indicating envirtmm~,lt that is ●aaential
for the reliable operation of the ●afeguarda

ayatam, end localizes the inspector’o activ-
ities, which raducee the operator’a c?curity

req,]iremento by limitinR the inap~ctor movements

-t the GCEP plant site.

CONCLUSIONS

The irtarnstional ●afeguarda oyatem th~t
ha. been deaiRncd for th~ Po:tamouth CCEP aolwn
many of the problama ●ouociairrd with thp inep@c-

tion of ● aenaitiw, high throughpt~t, centrifug~
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technology developers that will be useful in
solving similar probleme ●ssociated with the
international inspection of other large bulk

handling facilities.
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